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S. 2677 – In Brief


I. The range of information which CBP is able to share with relevant parties when seeking assistance in carrying out their mission of enforcing IP Rights at the border is limited under the current statute.

Under the existing statute:

IF

 CBP suspects that the importation of merchandise into the United States would violate an individual’s trademark rights (see 19 USC 1526), or copyright (see 17 USC 602), or that the merchandise is a circumvention device (see 17 USC 1201)


AND

CBP determines that examination or testing of the merchandise by the owner of the trademark / copyright implicated by the importation (i.e., the individual whose trademark or copyright would be infringed if the goods entered the country), 


THEN

CBP shall provide to the rights-holder information appearing on the product or packaging.


Historically, CBP has drawn a distinction between the terms “packaging/ packaging materials” and “packing materials”.  Under CBP’s interpretation of the existing statute, they are permitted to disclose information found:
· on the product – i.e., the goods themselves; or 
· on its packaging – i.e., the immediate container in which the goods are held (e.g., the box which would be found on a store shelf), and includes information found on labels affixed to the product or its packaging.  

“Packaging,” however, does not include any additional containers – e.g., a larger box / carton in which multiple items have been shipped.  Such external containers, along with any labels affixed to those containers / shipping materials, and any documentation found on or in those containers – e.g., shipping invoices / packing slips / receipts / etc. are categorized as “packing materials”.    

Because the Trade Secrets Act (18 USC 905) creates a general prohibition on the disclosure of information obtained by a government employee in the course of their official duties, and because the current statute only authorizes CBP’s disclosure of information from the product and its packaging, CBP has asserted that it lacks the necessary authority to disclose information gleaned from the “packing materials” – e.g., the name and address of the individual who shipped the package, the name and address of the intended recipient, or any documentation included with the shipment such as a shipping invoice that may identify a website or e-commerce platform associated with the sale or importation of the prohibited merchandise, or similar information which may aid in the authentication of the goods by a relevant stakeholder.

The Grassley / Hassan bill expands CBP’s authority to permit the disclosure of information derived from packing materials to private sector stakeholders when seeking assistance in determining the admissibility of the suspect shipment.


II. The range of individuals to whom CBP may disclose relevant information in connection with its enforcement of IPR at the border is limited under the current statute.


Under the existing statute:  

CBP may disclose information to “a person described in subsection (b)”.  Section (b) in turn defines a “person” as the owner of a trademark or copyright whose rights would be implicated by the importation of the merchandise.  

As discussed above, CBP has consistently asserted that its authority to disclose information is constrained by the Trade Secrets Act – both with respect to the source of the goods (i.e., only information from the product and packaging), and with respect to whom the disclosures may be made (i.e., only to the relevant rights-holder).  

CBP has demurred when asked whether it has the authority to share relevant information with other parties – e.g., shipping intermediaries, e-commerce providers – to seek assistance in identifying the source of the goods or determining the goods’ authenticity.  

The Grassley / Hassan bill expands CBP’s authority to share information, where appropriate, with other parties in the supply chain who may be able to assist the agency in making its determination regarding the admissibility of merchandise which is suspected of violating an individual’s intellectual property rights.  
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